ADEQ CA Root Certificate Installation

By installing the Arizona Department of Environmental Quality CA (Certificate Authority) Root certificate
in your browser, your system will automatically trust any certificate signed by the Agency. This
eliminates the certificate warnings and popups that occur when accessing secured ADEQ sites, i.e.,
(Outlook Webmail, VPN). The technology and strength of encryption used is the same that the
commercial vendors (Verisign, Thawte, and GeoTrust) use.

These instructions are for installing the ADEQ CA Root certificate on Windows platforms and vary
depending on which version of Windows and Internet Explorer you have

Included in these instructions are

Windows XP w/ Internet Explorer 8
Windows Vista w/ Internet Explorer 8
Windows Vista w/ Internet Explorer 9
Windows 7 w/ Internet Explorer 8
Windows 7 w/ Internet Explorer 9

The instructions are the same for Windows Vista and Windows 7 at equal Internet Explorer versions

1. Inall scenario’s, start by going to http://www.azdeq.gov

a.

Click the Help link in the upper right corner of the page

Calendar | Subscribe Contact Us H

b. Scroll to the bottom of the page and click ADEQ Certificate Authority

C.

EW
CR
ADEQ Certiﬂu:atghﬁ.uthuritv

From this point, the installation of the certificate varies based on which version of
Windows and Internet Explorer you have installed

d. Windows XP with Internet Explorer 8


http://www.azdeq.gov/
http://www.azdeq.gov/function/help/ADEQCA.cer

e. After clicking the ADEQ Certificate Authority link you will get the following dialog box
Click Open

File Download - Security Warning

Do you want to open or save this file?

MName: ADEQCA.cer

Type: Security Certificate, 1.249B
From: www.azdeg.gov

[ Opeﬁk_][ Save | [ Cancel

| T While files from the Intemet can be useful, this file type can
\y ﬂ potentially ham your computer. F you do not trust the source, do not
= open or save this software. What's the rsk?

f.  Click Install Certificate to start the Certificate Import Wizard

Certificate

General | Details | Certification Path

Certificate Information

This €A Root certificate is mot trusted. To enable trust,
install this certificate in the Trusted Root Certification
Auvuthorities store.

Issuwed to:  Arizona Department of Environmental Quality
Issued by: Arizona Department of Environmental Quality

Walid from S/23/2004 bto 9f23/2024

InsiBIICeﬁcabe... Issuer Statement

g. Click Next



icate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Mext ::%J [ Cancel

h. Select the Place all certificates in the following store radio button
Click browse

ate Import Wizard

Certificate Store
Certificate stares are system areas where certificates are kept.

YWindowes can automatically select a certificate stare, or vou can specify a location For
(T automatically select the certificate store based on the type of certificate
©Flace

Certificate store:

all certificates in the Following skored

= Back. " Mext = ] [ Cancel ]

i. Select Trusted Root Certification Authorities
Click OK

Select Certificate Store @E|

Seleck the certificate store wou wank ko use,

Personal s

Enterprise Trusk
Intermediate Certification Authorities

Active Directory User Objeck
Triickad Phlichers
< >

peepe

[]show phesical stores

Ik, h Cancel

j. Click Next



Certificate Import Wizard @

Certificate Store
Certificate stares are system areas where certificates are kept.

wWindows can automatically select a certificate store, or wou can specify a location For
() Automatically select the certificate store based on the type of certificate
(&) Place all certificates in the Following store

Certificate store:
Trusted Root Certification authorities

[ <o [ pes> | [ coma |

Click Finish

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successFully completed the Certificate Import
wizard.
You have specified the Following settings:

Certificate Store Selected by User  Trusted oot Certific.
Zontenk Certificate

<= Back ” Finish %l [ Cancel ]

A confirmation box will appear

The Thumbprint (shal) is: C0534BB9 51F860A0 BO3E5F63 523A799F
61F250A5



SRcurity Warning I
B You are about to install a certificate from a certification autharity (CA) daiming to represent:
£ g Department of Enviranmental Quality

Windows cannot validate that the certificate is actually from "Arizona Department of Environmental Quality”, You should confirm its origin by contacting "Arizona Department of Environmental Quality”, The following number will assist
you in this process:

Thumbprint (shat): 0534889 51F860A0 BOESFE3 523A799F 61F250A5

Warning:
1f you install this root certificate, Windows wil automatically trust any certificate issued by this CA. Instaling a certificate with an unconfirmed thumbprint is a security risk, I you dick "Yes" you adnowledge this rik,

Do you want to install this certificate?

m. Click yes

Certificate Import Wizard [E|

2. Windows Vista / Windows 7 with Internet Explorer 8
a. After clicking the ADEQ Certificate Authority link you will get the following dialog box
b. Click Open

File Download - Security WamingA u

Do you want to open or save this file?

Name: ADEQCA.cer
55 ﬁ Type: Security Certificate, 1.24KE
From: www.azdeq.gov

[ COpen ] [ Save ] [ Cancel ]

l--"“k While files from the Intemet can be useful, this file type can
qﬁ) potentially ham your computer. i you do not trust the source, do not
= open or save this software. What 's the rsk?

3. Windows Vista / Windows 7 with Internet Explorer 9
a. After clicking the ADEQ Certificate Authority link you will get the following dialog box at the
bottom
b. Click Open



Do you want to open or save ADEQCA.cer (1.24 KB) from www.azdeq.gov? Cancel

c. Click Install Certificate to start the Certificate Import Wizard

Certificate —==—

Seneral | Details | cCertification Path |

@a ] Certificate Information

This CA Root certificate is not trusted. To enable trust,
imnstall this certificate in the Trusted Root Certification
Auvthorities store.

Isswed to:  Aricona Department of Environmental Quality

Escswed by: Arizona Department of Environmental Quality

wvalid from 9/ 23/ 2004 to 9 23 2029

[I.nsizll Certificate. . ] Issuer Statement

Learn more about

[ o< ]

d. Click Next to continue

Certificate Import Wizard

Welcome to the Certificate Import

Wizard
= This wizard helps you copy certificates, certificate trust
= lists, and certificate revocation lists from your disk to a
—— certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains informaton
used to protect data or to establish secure network
connections. A certificate store is the system area where
certficates are kept.

To contnue, dick Next.

= Back [ Mext = ] [ Cancel ]

e. Select Place all certificates in the following store radio button
Click Next



f.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

windows can automatically select a certificate store, or you can specify a location for
the certificate.

0 Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

Browse...

more about certificate stores

Click browse and select Trusted Root Certification Authorities
Click OK

Select Certificate Store

Select the certificate store you want to use.

+ | Personal
el Trusted Roo ertification Authorities
7| Enterprise Trust
] Intermediate Certification Authorities
{ | Trusted Publishers
==

Limtriieted Certificates
« | n

Show physical stores

g. Click Next

Certificate Import Wizard a [

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

Learn more about certificate stores




h. Click Finish

Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
Certificate Store Selected by User QREPEL=ls B>l ol g} jler
Certificate




i. Click Yes

ST R

4 You are about to install a certificate from a certification authority (CA)
& h claiming to represent:

Arizona Department of Environmental Quality

Windows cannot validate that the certificate is actually from "Arizona
Department of Envirenmental Quality”. You should confirm its erigin
by contacting "Arizona Department of Environmental Quality”. The
following nurmber will assist you in this process:

Thumbprint (shal): CO534BE9 51FE60A0 BOZESFE3 523AT799F 61F250A45

Warning:

If ywou install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an uncenfirmed
thumbprint is a security risk. If you click "Yes” you acknowledge this
risk.

Do you want to install this certificate?

[

j. Click OK

- ™
Certificate Import Wizard —

e

@ The import was successful.




