
ADEQ CA Root Certificate Installation 
 

By installing the Arizona Department of Environmental Quality CA (Certificate Authority) Root certificate 
in your browser, your system will automatically trust any certificate signed by the Agency.  This 
eliminates the certificate warnings and popups that occur when accessing secured ADEQ sites, i.e., 
(Outlook Webmail, VPN).  The technology and strength of encryption used is the same that the 
commercial vendors (Verisign, Thawte, and GeoTrust) use. 

These instructions are for installing the ADEQ CA Root certificate on Windows platforms and vary 
depending on which version of Windows and Internet Explorer you have 

Included in these instructions are 
• Windows XP w/ Internet Explorer 8 
• Windows Vista w/ Internet Explorer 8 
• Windows Vista w/ Internet Explorer 9 
• Windows 7 w/ Internet Explorer 8 
• Windows 7 w/ Internet Explorer 9 

The instructions are the same for Windows Vista and Windows 7 at equal Internet Explorer versions 

1. In all scenario’s, start by going to http://www.azdeq.gov 
a. Click the Help link in the upper right corner of the page 

 

 
 

b. Scroll to the bottom of the page and click ADEQ Certificate Authority 
 

 
 

c. From this point, the installation of the certificate varies based on which version of 
Windows and Internet Explorer you have installed 

d. Windows XP with Internet Explorer 8 

http://www.azdeq.gov/
http://www.azdeq.gov/function/help/ADEQCA.cer


 

e. After clicking the ADEQ Certificate Authority link you will get the following dialog box 
Click Open 
 

 
 

f. Click Install Certificate to start the Certificate Import Wizard 
 

 
 

g. Click Next 
 



 
 

h. Select the Place all certificates in the following store radio button 
Click browse 
 

 
 

i. Select Trusted Root Certification Authorities 
Click OK 
 

 
 

j. Click Next 



 

 
 

k. Click Finish 
 

 
 

l. A confirmation box will appear 
The Thumbprint (sha1) is: C0534BB9 51F860A0 B03E5F63 523A799F 
61F250A5 



 

m. Click yes 
 

 

 

2. Windows Vista / Windows 7 with Internet Explorer 8 
a. After clicking the ADEQ Certificate Authority link you will get the following dialog box 
b. Click Open 

 

 
 

3. Windows Vista / Windows 7 with Internet Explorer 9 
a. After clicking the ADEQ Certificate Authority link you will get the following dialog box at the 

bottom 
b. Click Open 

 



 
 

c. Click Install Certificate to start the Certificate Import Wizard 
 

 
 

d. Click Next to continue 
 

 
 

e. Select Place all certificates in the following store radio button 
Click Next 
 



 
 

f. Click browse and select Trusted Root Certification Authorities 
Click OK 
 

 
g. Click Next 

 

 



 
h. Click Finish 

 

 



 

i. Click Yes 
 

 
 

j. Click OK 
 

 

 


